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Overview

This lab simulated a digital harassment investigation at Nitroba State University. Using
Wireshark and NetworkMiner, | analyzed a packet capture file to trace anonymous emails
sent through services like sendanonymousemail.net and willselfdestruct.com. By filtering
traffic, reconstructing files, and correlating IP and MAC address data, | identified the
suspect device (192.168.15.4), linked to the Gmail account jcoachj@gmail.com, and
confirmed its use of the campus dorm network via NAT translation. This exercise
strengthened my ability to analyze packet data, investigate malicious activity, and correlate
digital evidence in real-world scenarios.

Tools Used

e Wireshark — Packet analysis & traffic filtering

e NetworkMiner — Host analysis & file reconstruction
o Nitroba.pcap - Packet capture for investigation

e Windows environment (Alienware M17 R5)

Methods

e Imported Nitroba.pcap into Wireshark and NetworkMiner for analysis.

e Applied IP filters and searched for domains linked to anonymous email services.

e Correlated timestamps between harassing emails and suspect device activity.

e Extracted host metadata and reconstructed web sessions in NetworkMiner.

e LinkedinternallP (192.168.15.4) to public dorm IP (140.247.62.34) using NAT and
MAC address data.

Key Results

1. Anonymous Emails ldentified
Filtered Wireshark traffic revealed HTTP activity to anonymous email services at
timestamps matching the two harassing emails.
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Figure 1 Wireshark HTTP request revealing activity to anonymous email service (simulated lab data).

2. Linking Internal IP to Suspect
NetworkMiner’s Credentials tab identified Gmail login jcoachj@gmail.com from
192.168.15.4 at 06:01 AM — minutes before the emails were sent. Data shown is
from a simulated lab environment, not real user accounts.
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Hosts (1035) Files (4641) Images (2434) Messages (2) Credentials (8) Sessions (2071) DNS (6390) Parameters (99576) Keywords
[ Include Cookies [[] Include NTLM challenge-responses ] Mask Passwords

192.168.15.4
Client Server Protocol Usemame Password Valid login  First Login
192.168.15.4 209.85.201.189 b.googlemai |.google.com] [chatenabled....  HTTP Cookie parameter jcoachi@gmail com/475090 N/A funknown Google password) Unknown  2008-07-22 06:01:02 UTC+00
192.168.15.4 74.125.19.17 [googlemail | google .com] [mail google.com] HTTP Cookie parameter icoachj@gmail.com/475030 N/A funknown Google password) Unknown  2008-07-22 06:01:02 UTC+00
192.168.15.4 198,151,60.100 fwww.orbitz com] MIME/MuliPart IFORLUYSX31-198876434311832166 76170011-1112167056.. Unknown  2008-07-22 05:48:21 UTC+00
192.168.15.4 69.63.178.12 [www facebook com] MIME/MutiPat on 9 Hc4ale 7294456 2065062740429  Unknown  2008-07-22 04:52:13 UTC+00

Figure 2 NetworkMiner Credentials tab linking suspect email to internal IP 192.168.15.4,

3. Correlating Internal and External IP
Wireshark analysis confirmed NAT translation between the suspect IP
(192.168.15.4) and the public dorm IP (140.247.62.34).
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Figure 3 Wireshark packet details showing connecting between suspect device and dorm IP via NAT (simulated lab data).

Discussion

This lab highlights how network forensics techniques uncover evidence hidden behind NAT
and public IP addresses. By correlating multiple data points — IP addresses, timestamps,
session logs, and reconstructed files — | build a strong case tying activity to a specific user.
Real-world investigations often involve similar challenges, such as working through
anonymizing services and shared networks, making these skills critical for incident
response and legal proceedings.

Key Takeaways

e Demonstrated the use of Wireshark filters to isolate malicious activity.
e Reconstructed web sessions and artifacts in NetworkMiner to validate evidence.
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e Mapped internal and external IPs using NAT analysis.
o Identified digital footprints leading to a specific account under investigation.
o Reinforced ethical considerations when analyzing potentially sensitive data.
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