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Overview

-
level ana and real-world 
incident investigation.

– Packet capture and analysis
NetworkMiner-

–
Npcap –

– Alienware M17 R5 (analysis machine)

Methods

anomalies.
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Key Results

1.

use.
-

unreadable.

Figure 1 Wireshark TCP Stream showing unencrypted HTTP communication with sensitive details sanitized 
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Figure 2 Wireshark TCP Stream showing encrypted HTTPS communication over port 443.

2.

-based). 
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Figure 3

NetworkMiner revealed detailed host metadata and successfully reconstructed a 

investigations.
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Figure 4
paths redacted).

This lab reinforced the importance of packet-level analysis in detecting anomalies and 

leveraged 
-

patterns under time-sensitive conditions.

Key Takeaways

anomalies.
-

world forensic tasks.


