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This project documents the design and development of an AI-powered security triage 
pipeline built from scratch. Using an isolated Windows 10 lab environment, MITRE ATT&CK 
techniques were simulated with Atomic Red Team and captured by Sysmon. The resulting 
telemetry was ingested by a Python-based tool that uses Google Gemini AI to 
automatically triage alerts, enrich findings with MITRE ATT&CK framework data, and map 
defensive countermeasures using the MITRE D3FEND framework. The tool was built 
iteratively across five versions, each one solving a real limitation of the previous. An open-
source contribution was made to the attackcti Python library after identifying a data gap 
during development. 

 

TOOLS USED 

• Atomic Red Team (Red Canary) -- Attack simulation framework 
• Sysmon v15.20 (Microsoft Sysinternals) -- Endpoint telemetry capture 
• SwiftOnSecurity Sysmon Config -- Community detection configuration 
• Google Gemini API (gemini-2.5-flash) -- AI-powered alert triage 
• MITRE ATT&CK via attackcti Python library -- Technique enrichment 
• MITRE D3FEND REST API -- Defensive countermeasure mapping 
• Python 3.14 -- Pipeline development 
• VMware Workstation Pro 17 -- Virtualization 
• Windows 10 Pro (isolated VM) -- Lab endpoint 
• Windows 11 Pro (host machine) -- Script execution environment 

 
LAB ENVIRONMENT 

All attack simulations were conducted in an isolated Windows 10 VM running on VMware 
Workstation Pro 17. The VM was configured with Host-Only networking, preventing any 
communication with the internet or the host machine network. Sysmon was installed using 
the SwiftOnSecurity community configuration to capture meaningful endpoint telemetry. 
Atomic Red Team was installed to simulate MITRE ATT&CK techniques. The Python triage 
scripts ran on the host machine, with Sysmon XML exports transferred via VMware Tools 
drag-and-drop. 

All screenshots show simulated lab environment data. Sensitive details have been 
redacted. 
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Figure 1 ZeroMagenta-Win10 isolated Windows 10 VM running in VMWare Workstation Pro 17. Host only networking 
enabled for full isolation during attack simulation. 

 

 
Figure 2 Sysmon v15.20 installation using SwiftOnSecurity community configuration. Configuration validated and all 
Sysmon services started successfully. 
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METHODS 

Attack Chain Simulation 

A ten-technique attack chain was executed using Atomic Red Team, designed to simulate 
the sequence of actions an attacker takes after gaining initial access to an endpoint: 

 
1. T1033 -- System Owner and User Discovery 
2. T1082 -- System Information Discovery 
3. T1016 -- System Network Configuration Discovery (including QakBot recon 

simulation) 
4. T1049 -- System Network Connections Discovery 
5. T1057 -- Process Discovery 
6. T1012 -- Query Registry 
7. T1053.005 -- Scheduled Task Persistence 
8. T1547.001 -- Registry Run Key Persistence 
9. T1562.001 -- Disable or Modify Security Tools 
10. T1003.001 -- OS Credential Dumping via LSASS 

 

 
Figure 3 Atomic Red Team installed and operational. ShowDetails output for T1057 Process Discovery displaying all 
available sub-technique variations with attack commands and executors. 
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Pipeline Development 

The triage tool was built across five versions, each addressing a specific limitation: 

 
• V1 -- Hardcoded mock alert based on T1057 output sent to Gemini AI. Proved the 

triage concept end to end. 
• V2 -- Dynamic input accepted from terminal. Added error handling and modular 

function structure. 
• V3 -- Real Sysmon telemetry ingested automatically. XML export parsed, filtered for 

suspicious activity using keyword matching, and sent to AI for triage. 
• V4 -- MITRE ATT&CK API enrichment added via attackcti library. Each identified 

technique automatically enriched with tactic, detection guidance, and reference 
URL. 

• V5 -- MITRE D3FEND integration added. Each detected technique automatically 
mapped to defensive countermeasures via the D3FEND REST API. Full JSON report 
generated. 

 

Open Source Contribution 

During V4 development, T1548.002 (Bypass UAC) was identified in AI triage output and 
D3FEND results but returned zero results from the attackcti library. After verifying the 
technique exists on the official MITRE ATT&CK site (last modified April 15, 2026) and 
confirming the latest version of attackcti (0.6.4) was installed, a bug report was submitted 
to the OTRF/ATTACK-Python-Client repository on GitHub. No existing issue had been filed 
for this gap. 
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Figure 4 Bug report submitted to OTRF/ATTACK-Python-Client GitHub repository. T1548.002 confirmed present on official 
MITRE ATT&CK site but returning zero results from attackcti v0.6.4.  
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KEY RESULTS 

1. Living off the Land vs Signature Detection 

Running the attack chain demonstrated the fundamental gap between signature-based 
and behavioral detection. Techniques using legitimate Windows tools -- tasklist, 
systeminfo, whoami, reg query, ipconfig -- passed through Windows Defender completely 
undetected. Mimikatz was blocked immediately upon execution. The attempt to disable 
Defender via T1562 failed silently due to Tamper Protection. This confirmed that Living off 
the Land techniques require behavioral detection, not signature matching, to identify. 

Notable observation: T1057 Process Discovery launched Windows Task Manager as one of 
its sub-techniques. T1547 Boot or Logon Autostart Execution triggered the Windows 
Credential Manager popup, demonstrating real credential access behavior using a built-in 
Windows interface. Both actions used legitimate Windows tools and generated no 
Defender alerts. 

 

 
Figure 5 T1033 System Owner and User Discovery executing. Windows Defender PowerView stealth mode attempt (red 
text) while native discovery commands succeeded. Simulated lab environment, sensitive details redacted. 
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Figure 6 T1016-7 QakBot recon simulation executing whoami /all. Output shows full privilege enumeration including 
SeDebugPrivilege and SeImpersonatePrivilege enabled – high value targets for credential theft and privilege escalation. 
Simulated lab environment, sensitive details redacted. 

 

 

 

 

 

 

 

 



 

Gracia V.                              | Cybersecurity Portfolio               | zeromagenta.com 

2. V5 Pipeline Output 

The final V5 pipeline ingested 2,077 Sysmon events from the attack chain. The AI triage 
output identified: 

 
• Overall severity: High 
• 10 MITRE ATT&CK techniques correctly identified including T1059.001 PowerShell, 

T1082 System Information Discovery, T1016 Network Configuration Discovery, 
T1057 Process Discovery, T1003 OS Credential Dumping, T1105 Ingress Tool 
Transfer, T1558.003 Kerberoasting 

• QakBot recon chain correctly identified from 
C:\AtomicRedTeam\atomics\T1016\src\qakbot.bat 

• Offensive tools detected: SharpView, Seatbelt, SharpUp, SharpWatson downloaded 
via PowerShell from GitHub 

• Attack narrative generated describing coordinated reconnaissance and privilege 
escalation preparation 

• MITRE ATT&CK enrichment: all 10 techniques enriched with tactic classification and 
reference URLs 

• D3FEND countermeasures mapped: T1003 returned 48 countermeasures, T1033 
returned 31, T1016 returned 19 
 

 
Figure 7 V5 complete pipeline output. 2,077 Sysmon events ingested, High severity assigned, 10 MITRE ATT&CK 
techniques identified including QakBot recon chain, offensive tool ingress from GitHub, and Kerberoasting attempt. MITRE 
ATT&CK enrichment connecting. Simulated lab environment, sensitive details redacted. 
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Figure 8 V5 MITRE ATT&CK enrichment section. All 10 identified techniques automatically enriched with tactic 
classification and direct reference URLs via the attackcti library. 
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Figure 9 V5 MITRE D3FEND defensive countermeasure mapping. Each detected technique automatically queried against 
D3FEND API returning countermeasures -- T1003 OS Credential Dumping returned 48 countermeasures, T1033 returned 
31. 

 

 

 

 

 



 

Gracia V.                              | Cybersecurity Portfolio               | zeromagenta.com 

3. Detection Engineering Limitation 

The keyword-based filtering approach has a known gap. Sophisticated attackers obfuscate 
commands using Base64 encoding or PowerShell aliases that produce identical results 
without triggering keyword matches. The AI analyzes only what the filter passes through. 
This limitation is documented intentionally -- understanding where a detection tool fails is 
as valuable as understanding where it succeeds. Future versions will implement behavioral 
chain analysis to detect suspicious sequences regardless of individual command content 

 

KEY TAKEAWAYS 

• Demonstrated end-to-end purple team workflow: attack simulation, telemetry 
capture, AI-assisted triage, and defensive countermeasure mapping in one 
automated pipeline 

• Confirmed Living off the Land behavior in practice -- legitimate Windows tools used 
for reconnaissance evaded Defender while known malware tools were caught 
immediately 

• Integrated two MITRE frameworks (ATT&CK and D3FEND) into a single automated 
enrichment pipeline, moving from raw telemetry to structured security intelligence 
without manual analysis 

• Identified and reported a data gap in the open source attackcti library where 
T1548.002 returns zero results despite existing in the official MITRE ATT&CK 
database 

• Built iteratively across five versions with each version solving a real limitation -- from 
hardcoded proof of concept to automated telemetry ingestion with multi-framework 
enrichment 

• Dynamic input architecture demonstrates the difference between a demo script and 
a reusable tool -- V2 accepting any alert versus V1 hardcoded to one specific 
scenario 

 
Source Code: github.com/gracia-villarreal/zeromagenta-ai-triage 


